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Domain 

 
Sub Domain 

Number of 
Ques�ons 

Weightage 
(%) 

1. Informa�on Security and 
Ethical Hacking 

 • Introduc�on to Ethical 
Hacking 

1 5% 

2. Reconnaissance Techniques  • Footprin�ng and 
Reconnaissance 

 • Scanning Networks 
 • Enumera�on 

3  
 

15%  
 

3. System Hacking Phases and 
A�ack Techniques 

 • Vulnerability Analysis 
• System Hacking 
 • Malware Threats 

3  
 

15%  
 

4. Network and Perimeter 
Hacking 

• Sniffing 
• Social Engineering 
• Denial-of-service 
• Session Hijacking 
• Evading IDS, Firewalls and 

Honeypots 

5  
 

25%  
 

5. Web Applica�on Hacking  • Hacking Web Servers 
• Hacking Web Applica�ons 
 • SQL Injec�on 

3  
 

15%  
 

6. Tools/Systems/Programs  • Hacking Wireless 
Networks 

1  5%  

7. Mobile Pla�orm, IoT and OT 
Hacking 

 • Hacking Mobile Pla�orms 
 • IoT and OT Hacking 

2  
 

10% 

8. Cloud Compu�ng • Cloud Compu�ng 1 5% 

9. Cryptography • Cryptography 1 5%  
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