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Introduc�on to
Data Security

Securing
Opera�ng
Systems

Malware and
An�virus

Internet
Security

Security on
Social
Networking
Sites

 
 • Data Security

• Elements of Security
• Poten�al Losses Due to Security A�acks

• Guidelines for Windows OS Security
• Guidelines for Mac OS X Security

• Malware
• An�virus
• Installing An�virus So�ware

• Internet Security
• Web Browser Security
• Instant Messaging Security
• Child Online Safety

• Social Networking Sites
• Risks Associated with Social
    Networking Sites
• Social Networking Security
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Securing Email
Communica�ons

• Email Security
• Email Security Threats
• Email Security Procedures
• Email Filtering
• Encryp�on

6

84Securing
Mobile Devices

• Mobile Device Security Threats
• Security Vulnerabili�es in Mobile Phones
• Threats to Bluetooth Devices
• Mobile Device Security
• Mobile Security Tools
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Securing Cloud

 
 

• Cloud Compu�ng
• Different types of Cloud
• Different types of Cloud
   Compu�ng Services
• Threats to Cloud Security
• Privacy Issues Faced on Cloud
• Precau�ons Can Be Taken For
   Cloud Data Privacy
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Securing
Network
Connec�ons

Data Backup
and Disaster
Recovery

• Networks
• Home Network
• Wireless Networks
• Threats to Wireless Networks
• Secure Wireless Networks
• Home Network Safety Checklist
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• Data Backup
• Reasons for Data Loss
• Types of Data Backup
• Advantages of Online Data Backup
• System Image Backup in Windows
• Mac Backup through Time Machine
• Data Encryp�on
• Wiping Hard Drives
• Destroying Hard Drives
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Securing IoT
Devices and
Gaming Console

• IoT Devices
• IoT Devices Risks and Countermeasures 
• Secure Alexa Devices
• Gaming Consoles
• Securing Gaming Console
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Secure Remote
Working

• Remote Working
• Security Risks in Remote Working
• Digital Security Tips in Remote Working
• Physical Security Tips in Remote
   Working 
• Secure Remote Working Checklist
• Secure Video Conferencing
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